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‘Enjoy, Explore and Learn’

Reviewed by Curriculum Committee……………

Signed on behalf of Governors……………………

Signed on behalf of Staff   ………………………
Harnham Infant School Online Safety Policy

Introduction ~

This policy applies to all members of Harnham (including staff, students, pupils, volunteers, parents, careers, visitors, community users) who have access to and are users of the school’s digital technology systems, both in and out school.  

Aims

· Set out expectations for all Harnham Infants staff and children online behaviour, attitudes and activities and use of digital technology (including when devices are offline) 

· Help all staff members to recognise that online/digital behaviour standards (including social media activity) must be upheld beyond the confines of the school gates and school day, and regardless of device or platform

· Facilitate the safe, responsible and respectful use of technology to support teaching & learning, increase attainment and prepare children and young people for the risks and opportunities of today’s and tomorrow’s digital world, to survive and thrive online

· Help school staff working with children to understand their roles and responsibilities to work safely and responsibly with technology and the online world:

· For the protection and benefit of the children and young people in their care.

· For their own protection, minimising misplaced or malicious allegations and to better understand their own standards and practice

· For the benefit of the school, supporting the school ethos, aims and objectives, and protecting the reputation of the school and profession

· Establish clear structures by which online misdemeanours will be treated, and procedures to follow where there are doubts or concerns (with reference to other school policies such as Behaviour Policy or Anti-Bullying Policy)

Roles and Responsibilities ~

The following section outlines the online safety roles and responsibilities of individuals and groups with the school.

Head teacher and Senior Leaders:

· The Head teacher has a duty of care for ensuring the safety. (Including online safety of members of the school community.)
· The head teacher and another member of the senior leadership team should be made aware of the procedures to be followed in the event of a serious online safety incidents. 
· The head teacher is responsible for ensuring that the Online safety officer and other relevant staff receive suitable training to enable them to carry out their online safety roles and to train over colleagues as relevant. 
Safeguarding Leaders:
· Takes day to day responsibility for online safety issues and has a leading role in establishing and reviewing the school online safety policies / documents.
· Ensures that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place.
· Provides training and advice for staff 
· Liaises with the Local Authority / MAT / relevant body 
· Liaises with school technical staff 
· Attends relevant meeting / committee of Governors / Directors
· Reports regularly to Senior Leadership Team
Curriculum leader:

· Foster a culture of safeguarding where online safety is fully integrated into whole-school safeguarding.

· Ensure the school implements and makes effective use of appropriate ICT systems and services including school-safe filtering and monitoring, protected email systems and that all technology including cloud systems are implemented according to child-safety first principles.

· Ensure governors are regularly updated on the nature and effectiveness of the school’s arrangements for online safety

· Oversee the delivery of the online safety element of the Computing curriculum in accordance with the national curriculum
· Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues, approaches and messaging within Computing

· Collaborate with technical staff and others responsible for ICT use in school to ensure a common and consistent approach, in line with acceptable-use agreements

Technical staff:

Marc Computing is responsible for ensuring:

· That the school’s technical infrastructure is secure and is not open to misused or malicious attacks. 

· That the school meets required online safety technical requirements.

· That the users may only access the network and devices through a properly enforced password protection policy. In which passwords are regularly changed.

· They keep up to date with online safety technical information in order to effectivity carry out their online safety roles and to inform and update other relevant. 

· The use of the network, internet, remote access and email is regularly monitored in order that any misuse/ attempted misuse can be reported to the head teacher. 

Teaching and support staff 

· They have an up to date awareness of online safety matters and of the current schools Online Safety Policy and practices. 

· They have read, understood and signed the staff acceptable use policy.

· They report any suspected misuse or problems to the head teacher.

· Online safety issues are embedded in all aspects of the curriculum and other activities. 

· They monitor the use of digital technologies, mobile devices, camera, etc. in lessons and other school activities (where allowed) and implement current policies with regards to these devices. 

· In lessons where internet us is pre-planned pupils should be guided to sites checked as suitable for their use and that the processes are in place for dealing with any unsuitable materials that is found in internet searches. 

· Online Safety lessons will take place every half term and recording in class Value Books. 

Designated safeguarding lead 

The designated safeguarding lead should be trained in online safety issues and be aware of the potentials for child protection/safeguarding issues to arise from:

· Sharing of personal data 

· Access to illegal/inappropriate materials 

· Inappropriate on-line contact with adults/ strangers

· Potential or actual incidents of grooming 

· Online-bullying. 

· Parents/Carers:
Parents/Carers play a crucial; role in ensuring that their children understand the need to use the internet/ mobile devices in an appropriate way. The school will take every opportunity to help parents understand these through parent’s events, newsletters and the school website.  Parents and carers will be encouraged to support the schools in promoting good online safety practice and to follow guidelines on the approach use of: 

· Digital and video images taken at school events.

· Access to parents sections of the website.

Education ~

Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety messages across the curriculum. The online safety curriculum should be broad, relevant and provide progress, with the opportunities for creative activity and will be provided in the following way. 

· Children are taught what internet use is acceptable and what is not, and are given clear objectives for internet use.

· Internet access will be planned to enrich and extend learning activities; this will reflect the curriculum requirements of the age of the pupils.

· Staff will guide pupils through on-line activities that support the learning outcomes planned and will educate them in the effective use of the internet through a variety of activities.

· Instruction on responsible and safe use should precede internet access.

· E-safety lessons will form part of the children’s education both within discrete teaching of Computing and when the internet is used across the curriculum.

· Children will be taught rules that will help to protect them when using the internet both at home and at school.

· Parents will be provided with information about E-safety through newsletters, the school brochure and the school website. Internet issues will be handled sensitively to inform parents without undue alarm.

· Children will be taught to make judgements about what they see online and not automatically assume that what they see are true. Children will be able to consider questions including:

Is this person who they say they are?

Why does this person want my personal information?

Why does someone what me to see this?

Cross Curriculum:  

Embed consent, mental wellbeing, healthy relationships and staying safe online into the PSHE / Relationships education, relationships and sex education (RSE) and health education curriculum. “This will include being taught what positive, healthy and respectful online relationships look like, the effects of their online actions on others and knowing how to recognise and display respectful behaviour online. Throughout these subjects, teachers will address online safety and appropriate behaviour in an age appropriate way that is relevant to their pupils’ lives.” 

This will complement the computing curriculum, which covers the principles of online safety at all key stages, with progression in the content to reflect the different and escalating risks that pupils face. This includes how to use technology safely, responsibly, respectfully and securely, and where to go for help and support when they have concerns about content or contact on the internet or other online technologies.

Managing the Internet ~

· Virus protection is installed and updated regularly by the IT technicians. 

· Access to the internet is by teacher demonstration and under adult supervision.

· If any unsuitable sites are discovered they will be reported to the head teacher and MARCs.
· The head teacher is responsible for permitting and denying additional websites requested by colleagues.

· School rules for internet access are on display in every classroom and on any portable laptops.

Published content and the school website ~

· The contact details on the school website are the address, email and telephone number.

· Only pupils who have been given parental permission will appear in published photographs.

· Pupils full names will not be used anywhere on the website.

Protecting personal data ~

· Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998

Authorising internet access ~

· The school will maintain a current record of all staff and pupils who are granted internet access.

· Only approved search engines will be used during school hours.

E-Safety Complaints ~

· Complaints of internet misuse will be dealt with by the head teacher.

· Complaints of a child protection nature must be dealt with in accordance with the school child protection procedures.

Community use of the internet ~

· There is not currently any community use of the internet within school. If in the future the school’s internet facilities are used by community groups the Online Safety policy will be amended and the groups will need to adhere to it.

Social Networking ~

· Any members of staff with a ‘Facebook’ account or similar, will ensure that their security settings are set to the maximum level of security. Staff will maintain the highest level of professionalism whilst using any social networking site.
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